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1. BBegeHue

B 3TOM fOKyMeHTe npeAcTaBfeHO OMMCaHWe YCTaHOBKW U HACTPOMKM NMPOrpamMMHOro
obecrneyeHVss 1 0BOPYAOBaHMA AN 3aka3a KOAOB MapKMpOBKU K GOPMUPOBaHUS
CPeACTB naeHTudMKaumn.

YuacTHUKY 060poTa TOBApPOB A/191 3aKa3a KOZOB MapKMPOBKU 1 GOPMUPOBAHUSA CPeACTB
naeHTUdMKaLMN He0bXOAMMO:

1. BbINOAHUTbL perucTpaumio B WUHGOPMALMOHHOM cCUCTeME MapKUPOBKN U
npocnexmaemoctu (MC MI), perncrpayusa 1 aBTopm3aymsa yyacTHKa 0bopoTa
ToBapos B VIC MIT ocyLiectengetca no YK3I1.

2. MonyunTtb permnctpatop amuccuu (P3), [PucyHok 1], KOTOpbIA yCTaHaBANBaeTCS Y
yyacTHMKa 060poTa TOBApPOB (perncrpatop smuccun npuHagnexunt LPTT).
Pernctpatop aMmuccMm - cepsep, BbiBEAEHHbII B MHTEPHET CO CTaTU4yeckuMm
«b6enbim» IP.

3. YcTaHOBUTb CTaHLUMIO ypaBneHns 3akasamu (CY3) - nporpammMmHoe obecrneyeHue
(MO) Ha HPpacTpyKType yyacTH1Ka 06opOoTa TOBAPOB.

4. VIMeTb NpUHTEp 3TUKETOK WU NPOV3BOACTBEHHY JINHUIO, MOAKIHOYeHHble K CY3.

PucyHok 1 Peructpatop ammccmm (MOHOB0K, SKCMeprMeHTabHbIN obpaseLw)

1.1 Uctopusa nsmeHeHnu

BEPCUA AATA MN3MEHEHWA ABTOP

1.0 21.09.2018 MNepBas Bepcna JOKyMeHTa Xogblpes A.

1.2 Tnoccapui

NC MM (MHPopmaumoOHHAA cUCTEMa MApPKMPOBKM U  MNpPOC/IEXUBAEMOCTU) -
NHPOPMALMOHHAA CUCTeMA, CO3ZaHHas B LeNsx aBTOMaTM3aunm 3a4ay MOHUTOPUHTA
ABVDKEHMS  TOBapoB, MoOAnexawimx 06sa3aTte/lbHON  MapkKMpoBKe  CcpeacTBamMu
naeHTUdMKaLMKM, BKIOYAs Pa3nyHble TOBapHble rpynnbl.
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KM (koa MapKMpoBKM) - COBOKYMHOCTb YHUKANbHOro naeHtTudmnkaTopa ToBapa v Koja
nposepkn (KM), npuvmeHsemas Ana waeHtuukaumm ToBapa, B TOM 4ucie B
noTpebuTeNbCKOM yNakoBKe.

KN (kop npoBepKU) - CMMBONbLHAsA MOC/eA0BaTeIbHOCTb, KOTopasa dopmupyeTca Kak
nmmToBcTaBka B cooTBeTcTBUK € TOCT 28147-89 Ha 0CHOBE AaHHbIX KOAA MapKUPOBKMU.
Cozepxut ngeHtrudmkaTop KpUnTorpadmryeckoro Karya.

MO - nporpammMHoe obecrneyeHue.

Pernctpatop >3muccum (P3) - yCTpoONCTBO aBTOMAaTu3MpoBaHHOW CucTeMbl
KpunTorpadmyeckor 3awmtbl KOAOB Mapkmposku (CK3KM), npegHasHayeHHOe AN
3aKasa KOAOB MAapKMPOBKM U peructpauun ceBefeHun O BbiMycke MapKMPOBAHHbIX
TOBapOB.

CepBep amuccumm (C3) - komnoHeHT CK3KM, npuHuMaeT cBefeHWs O BbIMycke U
npumeHeHnn KM ot P3 wu/mnan ot NC MM n nepepaer cBegeHUs 06 sMuccmm w
nprMeHeHnn, nsmMeHeHuKn ctatyca KM B P3.

CN (cpeacTBO wnAeHTUPUKALUM) - HOCUTE/b, HAHOCKMMBIA Ha TOBap Wn
noTpebuTeNnbCKyo YNakoBKY, WM Ha TOBapHbIA ApAblK, CPeACcTBO UAeHTUdUKauum
COZAEPXNT YHUKaNbHYIO nocsiefloBaTelbHOCTb CMMBOMOB B MalunHo4YmMTaemor dopme,
npeActaBfieHHyl0 B BUJe [JBYXMEPHOro LWTPUXOBOro KoAa, WA 3armcaHHyr Ha
PaAMoYaCcTOTHYO MEeTKY, UIN MpeAcTaBleHHYH C WCMoJib30BaHWEM WHOro CpejcTBa
(TexHonornm) aBToMaTNyYeckon naeHTndrKaLmmn.

CK3KM - cuctema kpuntorpadpuryeckor 3amTbl KOAOB MapPKMPOBKN.

CY3 - cTaHUmMA ynpaBneHNs 3aKkasaMy KOA0B MapKpPOBKU.
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2. Tpe6boBaHMA M NOPAAOK YCTAaHOBKM permcrpartopa
3MUCCUU U CTaHLUU ynpaB/ieHUs 3aKasamMu

2.1 Tpe6oBaHUA K CepBEpPHOMY MOMELLEHUIO ANA pa3sMeLlLeHus
peructpatopa amuccum (P3)

TemnepaTypa Bo3ayxa oT +18 f0 +24, BnaxxHocTb 0T 30% 20 50% 6e3 KoHAeHcaLum Bnary;
CKOPOCTb M3MEeHeHN:A BNaXXHOCTV BO3ayXxa A0 6% B vac; 3anbiieHHOCTh - 0,001 r/M3; aT™m.
fasneHne ot 84 - 107 «lla. (cp. 3HayeHUs TemmnepaTtypbl U BAAXKHOCTV JAO/KHbI
N3MepsATbCs BO Bpems paboTbl Ha BbicoTe 1,5M Hag ypoBHem rnona B 060K
LEeHTPanbHOM ToUKe NPoxXoAa Mexay psjamMuy akTUBHOro 060pyA0BaHMs).

Kateropmusa obecrneyeHns HafAEXHOCTU 31eKTPOCHabXeHus - 2; MowHocCTb - 750 BT;
HanpsxeHwve 155 - 276B; amana3oH 4acToT HanpsxeHus 47 - 63 Ty, Hannydue
3a3eMNeHHON HenTpann. Hannume TOoukM AOCTyMa K KOHTYpY 3a3em/ieHus C obLinm
conpoTtmeneHnem He 6onee 4 OMm. MNogkntoueHne 060pyA0BaHNSA K HECKObKVM TOUKaM
3a3emMnieHna He Jornyckaetca. Ecnm B 34aHMM eCcTb WMCTOYHUK rapaHTVPOBAHHOIO
NUTaHUSA, peKOMeHAyeTCA NOAKNUUTL P K TaKOMY UCTOYHMKY. Ha kaxabli NBIM gonxeH
6bITb NPesyCMOTPeH aBTOMaTUYECKNIA NpefoXpaHnTens 25A.

P3 cnepyet pacnosaratb B CTOPOHE OT UCTOYHUKOB 3/M U3/1yYeHUS (HanpsaxXeHHOCTb 3/M
nons He 6onee 3 B/M BO BCcex AvanasoHax 4acTtor).

2.2 Tpe6oBaHuA K P3

e MecTo B cepBepHOIn cTolke pa3mepom 2U (ansa P3).
e 2 ropTa B BalleM ceTeBOM 060pyL0BaHUN.

e 2 Kabens RJ45.

e 2 ceTeBbIX Kabensa NnuUTaHus, [PucyHok 2].

PucyHok 2 Kabesb nutaHns

2.3 Tpe6oBaHusa Kk CY3

e (CPU: 4-8 Core (nornyeckmx),
e Ram: 16-32 Gb,
e HDD: minimum 100GB;

Jata: 21.09.2018
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e OS-Ubuntu 16 -18LTS;
e Connection: SSH.

Mocne roToBHOCTY MaLLUVHbI CO CTOPOHbI y4acTHMKa 060poTa TOBapOB COTPYAHMKN LIPMT
ocyLecTBnAoT nHcTannaumio No CY3 (yaaneHHo).
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3. OnucaHve B3aUMoOAeMCTBUA Y3/10B CUCTEMDbI

Tex. noaaepkka P
1P 217.67.184.206

154.186.2.202
[ 194.67.55.158
| (Takke moryT
< : npeaoCTaBNATLCA
| AOMOAHUTENBHO)
|
[ 4
| \
> i >
[
|
/ l
|

Cepsep 3muccum
1P -80.243.2.202

port 1818, 1819 tcp <—port 1818, 1819 tcy
port 1818, IIIII | Internet ‘
1819 tcp IIIl \ |

4——Port 22 tcp (ssh)

ncmn

E IP-23.105.243.44

FW\Proxy npeanpuatua | ‘\‘ ‘
\ Tex. noagepxka CY3

1P 178.128.196.232,
207.154.194.137
194.67.55.158

v

«——Port 22 tcp (ssh)——m8 —— -

=

OnepaTop CY3

PucyHok 3 O611asi cxema B3aviMO4eviCTBIS Y3/108 CUCTEMBbI

Obuias cxema B3aMMOAENCTBUSA Y3/10B CUCTeMbI NpeacTaBieHa Ha [PucyHok 3].

3.1 B3aumopelicTBMe y3/10B BHYTPU TEXHOIOTNUECKOW ceTu

e C pabouero mecta onepartopa CY3 npoucxoanT NoAkato4veHre no nopty 9999 «
WEB-nHTepoericy CY3.
e (Y3 obpawaerca k P2 no noptam 1818 1 1819.

3.2 BsanmopgeicTBMe y3/10B C BHELUHel TeX. NoAAe P KKOA

o Tex. nopgaepxka CY3 obpaiyaetcs vepes ViHTepHeT k MO CY3 no nopTy 22 (SSH) ¢
BHeLWHKX agpecoB 178.128.196.232, 207.154.194.137, 194.67.55.158.

e Tex. noaaepxka P3O obpawaetca yepes NHTepHeT Kk P3 no nopty 3389 (RDP) IP
217.67.184.206 n 194.186.2.202, 194.67.55.158 (Takxke MOryT npejoctaBaATbLCA
AOMNOJIHNTE/IBHO).

e AnbTepHaTVBHbLIM BapUaHTOM Ny6AMKALNM BbllleyKa3aHHbIX MOPTOB B IHTepHeT
ABNAETCA MpejocTaB/eHVe YyaaneHHoro goctyna kK P23 wmn CY3 cornacHo
BHYTPEHHVM NpaBwiaM NpeanpuaTus.

[Jata: 21.09.2018
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3.3 B3aumopgeincTeue y3/10B C BHELUHNMUW CcepBUCaMU

e P3 obpawaetca k Cepaepy amuccum (CK3KM) no IP-agpecy: 80.243.2.202 v nopTy
2027 pnsa yCTaHOBKM 3aLUMLLLEHHOMO TYHHeNs.

e WC MI obpawaeTcsa K Permnctpatopy amuccum no noptam 1818 1 1819 c IP-agpeca
23.105.243.44

o (Y3 po/mKeH MeTb BO3MOXHOCTb MOAK/IHYEHNA K VIHTepHeT.

Jata: 21.09.2018
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MHTEerpaymnm Ha

YyacTHVK 060p0oTa TOBApPOB A0/IKEH NPesoCTaBUTb:

MuHUMYM 1 BHeLWHWIA cTaT. IP ansa P3.

MuHUMYM 1 BHeLHWIA cTaT. IP gna CY3.
BHyTpeHHMe HacTporiku cetn ana P3 n CY3: Crat. IP, network-mask, gateway,
HacTpowkun dns.
JocTyn Kk cepBepy CY3: MNopT SSH (22 nan gp.), Login, Password.

CoTpYyAHUKY, MPON3BOASILLEMY HACTPOVKY M MOHTaX, HEOBXOANMO:

findows

1) YKka3aTb B HAaCTpoOWKe CeTeBOW NaaTbl agpec, NoayYeHHbI 0T yYacTHMKa 06opoTa

TOBApOB (3apaHee nan Ha obbekTe), [PucyHoK 4].

ﬂMarHOCTMKa HENON3A0K

LE < Beeanemen... > Llentp ynpaenennn ceTami u oBLmM

LlenTp ynpaenenua cetamu u oBLmum goctynom
W1 Qg

Aocynom v

EMEH...

> LUentp ynpasnenus cetamm u obLumm goctynom v O Mowck B nanenm ynp
[pOCMOTP OCHOBHbIX CBEAEHWI O CETU N HACTPOVKa NOAKAOUEHWIA

MpocmoTp akTUBHBIX CETeN

Cerb 2 Tun goctyna: Whtephe
OBuwieaocTynHas cete MoakntoyeHuna: @ Ethe @

Otnpasnero L\ 3

712736739

Wrreprer

Bes aocTyna K ceTn
Moaxmovero
10 awedt 22:36:37

1.0 MGut/c

Npurso

438 781837

[ ufmsa Gomnowrs Avarvoctika

nnnnnnnnnnnnn

oK Omvera

\envA CeTaMM M OBULIM AOCTyOM

" | Caolicrea: 1P sepcun 4 (TCP/IPY4)

HaCTpOﬁKa CTaHUMM ynpaB/ieHUA 3aKa3aMu N peructpatopa ammccnmn

PucyHok 4 HacTpoviku cereBovi rnaars/
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2) COOBLWTbL COTPYAHMKY NPEANPUSTYS, B Kakyto MMEHHO CETeBYIO MNaTy BHECEHbI
HACTPOWKMN.

3) CoxpaHWTb HACTPOWKK B Tabauue.
4) CoobLuTb 0 FOTOBHOCTW/OTNPABUTbL AaHHbIE Ha support@crpt.ru.

Ha mawwuny ana CY3 yctaHaBnmBaetcs cooTseTcTytoLlee M0 (yaaneHHo).

MpeanpusiTMe fOMKHO pas3peLUmnTb 4OCTYNbI K pecypcam ans [P agpecoB nepeymcieHHbIX
B [Tabnuua 1].

Tabnumya 1 Crivicok IP agpecoB 4/15 rpefocTasieHmne 4oCTyna

178.128.196.232
207.154.194.137
CepBep amMumccmu 80.243.2.202

NC MTT 23.105.243.44
217.67.184.206
194.186.2.202

Tex. noggepxka CY3

Tex. nogaepxka P2
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